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Acceptable Use Policy for IT including Personal Electronic Devices

The purpose of this policy is to:

● Ensure the safety and wellbeing of students
● Prevent bullying and prevent access to inappropriate content
● Maintain the school’s ethos
● Protect the school’s IT equipment and the data held on the school’s IT systems.

What is expected of you:

You are expected to act in line with the school’s behavioural expectations, including when
using IT resources and personal electronic devices.

The school's IT resources are provided for educational purposes. You are expected to use
these resources in a responsible manner.

The following list provides some examples of the rules that you, by accessing the School’s
network or electronic devices in school, are agreeing to uphold:

● I understand that illegal activities of any kind are strictly forbidden.
● I will not create, send, share or post any material that is likely to cause offence or

needless anxiety to other people or bring the school into disrepute.
● I will not trespass into, or seek to gain access to, other users’ files, folders, devices or

online content.
● I will not share my login details (including passwords) with anyone else.
● Likewise, I will never use other people’s username and password.
● I will ensure that if I think someone has learned my password then I will change it

immediately
● I will ensure that I log off after I finish using a device.
● If I find an unattended machine logged on under another user’s username I will not use

the machine, but will log it off immediately.
● I will report to my class teacher any accidental access to unsuitable websites or being

sent inappropriate materials that make me feel uncomfortable.
● I will not attempt to visit websites that might be considered inappropriate or illegal
● I am aware that downloading some material is illegal and the police or other authorities

may be called to investigate such use.
● I will not download and/or install any unapproved software, system utilities or resources

from the Internet onto a school resource.
● I will not attempt to harm or destroy any equipment, work of another user on the school

network, or even another website or network connected to the school system.
● I will not attempt to bypass school monitoring systems and understand that VPNs and

Peer to Peer networks are strictly forbidden.
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Student User Agreement

I agree to follow the school rules on the use of the school IT resources. I will use them in a
responsible way in keeping with the school’s ethos, and will observe all the conditions
explained in the school Acceptable Use Policy.

I agree to report any misuse of the network to the Class teacher/DSL. I also agree to report
any websites that are available on the school Internet that contain inappropriate material to the
DSL.

If I do not follow the rules, I understand that this may result in loss of access to these
resources as well as other sanctions. I realise that students under reasonable suspicion of
misuse in terms of time or content may have their usage monitored or their past use
investigated.

Name:

Signed:

Date:
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Personal Electronic Devices

Mobile phones may only be brought into school from Class 5 upwards and only if absolutely
necessary e.g. travelling by public transport, for medical reasons.

They should remain switched off and kept in bags.

They are not allowed to be used in class without specific reason (e.g. medical) and not in the
corridors, toilets, café, playground or any other part of the school building or grounds.

Other similar data/internet-enabled devices such as smart watches are not permitted.

If a child is found using their phone without permission, it will be confiscated and held at
Reception until the end of the day.

If this happens a second time, parents will be informed and the mobile phone will need to be
handed in at Reception in the morning and picked up at the end of the day.

A further infringement will mean that a child will no longer be able to bring their phone into
school. A child must hand it over immediately if confiscated or if their usage is being monitored
or their past usage checked.

If pupils need to phone their parents at the end of the day, they must do this in the school office
or once off site.

Use of Chromebooks

Children with learning support needs will be supplied with a school chromebook by the
Learning Support Department where they require support for their specific learning needs.

Each chromebook will be registered to a specific IP address. The chromebooks will be
numbered, and the School will keep a log of which machine is issued to which child for
monitoring purposes.

All chromebooks must be logged on the school network using an individual username and
password.

Teachers will monitor the use of chromebooks in class regularly and the School will regularly
check that the devices have not been used to access inappropriate material. A child must hand
over their chromebook if their usage is being monitored or browser history checked.

If any child has accessed or tried to access inappropriate material, this will be recorded as a
Safeguarding concern as well as unacceptable behaviour and appropriate action will be taken
by the Safeguarding team, in discussion with the class teacher and parents involved.
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Supervision and monitoring

IT resources are monitored to help ensure that they are used in line with this policy. The
School reserves the right to examine any device if a teacher has cause to suspect misuse as
well as for regular, mandatory checks. The School filters and logs all internet access to ensure
that only age appropriate information can be accessed. Extremist, illegal and pornographic
material is blocked for all users. If there is an attempted breach of the firewall, the school
receives and alert identifying the computer/IP address. This will be recorded as a Safeguarding
concern as well as unacceptable behaviour and appropriate action will be taken in line with the
school’s behaviour policy/acceptable use policy/mobile phone policy and e-safety policy.
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